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Professional Summary

Results-driven cybersecurity enthusiast with practical experience in setting up SOC environments, working with
the ELK Stack, and analyzing network logs. Seeking a SOC Analyst or Cybersecurity Internship to apply SIEM
knowledge, detect threats, and strengthen defensive security practices.

Core Skills

e Cybersecurity: SIEM (ELK Stack), Log Analysis, Threat Detection, Incident Response Basics, Vulnera-
bility Assessment, Network Security

Networking: TCP/IP, Subnetting, VLANs, ACLs, SSH, Firewalls

Tools: Kibana, Nmap, Wireshark, Burp Suite (Beginner), Git

Programming: Python, Bash (Beginner), HTML, CSS, React, Node.js

Operating Systems: Linux, Windows, Basic Cloud Security (Vultr)

Soft Skills: Leadership, Team Collaboration, Problem Solving

Professional Experience

Web Developer Intern — Uptoskills Oct 2024 — Jan 2025
e Led a team of 104+ members to develop and deploy a secure dynamic web application.
e Improved website SEO performance, increasing search rankings by 10%.
e Implemented authentication and input validation to enhance web security.
Python Developer Intern — Vault of Codes Sep 2024 — Oct 2024
e Built a To-Do List application using Python libraries and modules.
e Collaborated with team members to debug issues and enhance Ul responsiveness.
e Followed secure coding practices and version control using Git.

Technical Projects

SOC Lab Setup and Threat Simulation (Vultr & ELK Stack)
e Created a cloud-based SOC using Elasticsearch, Logstash, and Kibana.
e Configured log pipelines, dashboards, and alert mechanisms for anomaly detection.
e Simulated brute-force and scanning attacks to test detection capabilities.
Campus Network Security Design (Cisco Packet Tracer)
e Designed a secure campus network using VLANs, ACLs, port security, and SSH.
e Applied password encryption, banners, and hardened switch configurations.
e Tested connectivity and enforced security policies across devices.

Education

Bachelor of Computer Applications (BCA)
Indira Gandhi National Open University, Delhi 2023 — 2026

Certifications & Interests

e Diploma in Information Technology
e Interests: Security Operations, Blue Teaming, Cloud Security, Threat Intelligence, Log Analysis, Network
Defense
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